
Every request for access flows through one trusted place
1Password is the control point between the people, machines, and agents that need access

How 1Password secures agents

Over one billion credentials protected

Identity
· Platform OIDC-A
· Workload Identity Federation
· WIF Tokens
· Service Accounts

Security
· Zero-Knowledge Architecture
· 2-Key Secret Derivation
· Rekor verification 
· OS code signing
· Confidential Computing

Credentials Management
Vaulting · Brokering · JIT 
Governance · Audit

Centralized Audit
Humans, Machines & Agents

What agents can
 securely access

Vault
(E2E Encrypted)

MCP 
Gateway(Identity Aware Proxy)

SaaS Apps / APIs

Secrets

Legacy Systems

Agent Authority

Delegated Authority
· Coding assistants
· Scheduling agents
· RevOps

Bounded Authority
· CI/CD pipelines
· PR review
· HR provisioning

Autonomous 
Authority
· Build-deploy agents
· Security remediation

ITDR — SIEM



Agent identity scenarios by audience
1Password capabilities for security leaders, developers, and business users

AI Discovery
Surfaces every AI tool in use, including 
OpenClaw.

CISO OR CTO

You found out unauthorized AI 
agents are accessing your data
How do you move from discovery to policy 
enforcement?

DEVELOPER OR DEVOPS

You're building with agents and 
can't afford a leak
How do you avoid secret exfiltration and keep a 
clean audit trail?

PROFESSIONAL OR AI BUILDER

You're automating your job with 
agents and want to stay safe
How do you give agents limited access without 
triggering a security incident?

Developer Watchtower
Scans endpoints for exposed credentials and 
secrets.

MCP Gateway 
Issues agent specific tokens and enforces policy.

Agentic Autofill
Routes browser agent requests through 
biometric approval.

Agent Identity, Policy & Audit
Establishes identity and auditability for agents.

Credential Brokering
Secrets resolve securely at runtime with isolated 
keysets.

Workload Identity Federation
No static API keys. Use ephemeral credentials.

Agent Auth Protocol
Shared identity model for downstream services.

JIT Credentials
Credentials provision at task start and delete on 
completion.

MCP Gateway
Injects secrets at runtime without .env exposure.

Agentic Autofill
Approve browser agent access through 
encrypted workflows.

Partner Integrations
Use Anthropic and Browserbase with 1Password.

Perplexity Comet Integration
Secure access mediation for Comet actions.

Agent Identity, Policy & Audit
Track which agent performed which action.




